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Overview

This slideset presents a limited overview of some of the topics discussed in the lecture.

Its intention is to provide a high-level summary and additional context for the covered mechanisms and protocols.
Some mechanisms are significantly simplified, as the full and complete explanations would exceed the scope of this overview.
Please consult the lecture slides for a more detailed explanation of the referenced mechanisms and protocols.
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Overview Layer 1
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Optional on Layer 1: Compression through reduction of redundancy
• Lossy compression: Typically not on Layer 1

Typically requires domain-specific knowledge to be correctly applied (e.g. audio mp3)
• Lossless compression

→ Examples: Huffman Code, Run-Length-Encoding
→ Information Theory: Information content and entropy

length k

length n

Adding structured redundancy for
• Error detection
• Error correction

May be implemented with Block Codes:
→ Coderate R = k/n

Relevant Properties:
• Clock recovery

requires forced level changes
• DC-free

no direct current transmitted
• Symbol rate
• Number of bits per symbol
• Number of level changes per symbol
→ Manchester, RZ, NRZ, MLT-3

• Map bit sequences to weights in combination with a line code
two baseband signals if both Inphase and Quadrature are used
→ Baseband Signal

• Multiplication with Carrier Signal
cosine for inphase part; sine for quadrature part
→ Transmit Signal

• Typical modulation schemes:
2-ASK, 4-ASK, 2-PSK (BPSK), 4-PSK, 4-QAM, 16-QAM, ...

Physical medium:
• Air (inherently shared medium)
• Copper cable: Coaxial, Twisted Pair
• Optical fiber: Single/Multi Mode
• Different propagation delays tp

Signal analysis:
• Fourier Series

discrete spectrum, only with time-periodic signals
• Fourier Transform

continuous spectrum

Channel capacity:
• Number of symbols/signal level changes

→ Hartley’s Law
• Signal-to-Noise Ratio

→ Shannon-Hartley-Theorem

Channel effects:
• Attenuation: lower amplitude at receiver
• Low-pass filter: loss of high frequencies
• Noise: non-uniform signal level

• Sampling rate fs = 1/Ts

• Sampling theorem |f | < B → fs > 2B

• linear/non-linear
• Quantization error
→ Discretize value-continuous signal

• Convert signal levels to weights
• Convert weights to bit sequences
• Frame-Detection

→ signaled through Code-Rule Violations
or Control Symbols

length 4

length 5

• Error detection
Verify integrity through added redundancy

• Error correction
Attempt to correct message

• Discard invalid messages

Example char mapping

Undo codebook mapping
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Overview Layers 2-5+
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MTU = Maximum Transmission Unit: max. L2-SDU
→ Ethernet-MTU = 1500 B

Calculate FCS using CRC-32

A

A A

Every time an Ethernet frame is parsed (switch, router, PC):
Verify checksum → discard on mismatch

On interfaces with MAC (router, PC):
Verify dest MAC is own MAC, broadcast or matching multicast address

→ Discard on mismatch
Switches are (typically) not addressed on L2/L3!

A Given a frame with a destination MAC address
Lookup MAC in Switching Table:
• Found, port is incoming port: discard
• Found: forward to mapped port
• Miss: flood to all ports, except incoming

Store src MAC ↔ incoming port in switching table if not already known

Given an IP packet with a destination IP address
Lookup IP in ARP/Neighbor Cache:
• Found: use mapped MAC to build frame
• Miss: send ARP-Request (IPv4) or Neighbor Solicitation (IPv6)

Store mapping IP ↔ MAC in cache
when ARP-Reply or Neighbor Advertisement is received

B

B

Every time an IP packet is parsed (router, PC):
Verify checksum → discard on mismatch
Verify dest IP is own IP, broadcast or matching multicast address
• Match: pass on to ICMP/TCP/UDP/. . . handling
• Mismatch, routing enabled: make routing decision
• Otherwise: discard

B

Given a packet with a destination IP address
Lookup IP in Routing Table using LPM
• Found: forward to NextHop via Interface
• Miss: discard and create ICMP error

Configured through Static Routing or Dynamic Routing

Fragmentation - IPv4 only
Needed if next link’s MTU < packet total length
• Split payload across multiple fragments
• Individual header on each fragment
• Determine Fragment Offset values
• Set MF flag on all but the last

TTL/Hop Limit
• If TTL/HL > 1: Decrement and forward
• Otherwise: Discard and create ICMP error

Reassemble fragments

MSS = Maximum Segment Size: max. L4-SDU
• limited by the MTU and intermediary headers
• MSS = MTU − Lh,3 − Lh,4

• Example for IPv4 and TCP, both without options:
MSSIPv4, TCP = 1500 B − 20 B − 20 B = 1460 B

Segmentation - TCP only
Splitting of application data into mul-
tiple segments

TCP only
• Buffer and reorder segments
• Congestion Control (TCP Reno

Example)
Increment wc after successful RTT
3-dup ACK : wc := wc/2

Timeout : ssthresh := wc/2 and wc := 1
• Flow Control

Adjust receive window size
• Send window is limited by both the

congestion-control and receive windows

Requires listening socket
TCP: Verify checksum → re-request on mismatch
UDP: Verify checksum → discard on mismatch

Determine IP of requested do-
main name through DNS

Information passed down is: application data, dest IP, dest port
Destination port typically defined through the URI (e.g. 443 for HTTPS)

NAT (typically only with IPv4) - Not a firewall!
Requires special handling of e.g. ICMP (and FTP, ...)
Outgoing:
• Replace private IP with public IP
• Replace source port if necessary
• Note mapping in NAT Table

Incoming:
• Lookup incoming dest port as global port in NAT table
• Replace dest IP and dest port with values from NAT table

Dynamic Routing
Exchange of routing information with
neighboring routers
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