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ICMPv4 time exceeded

IPv4 header 0 1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
0 1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 0B Type Cogg ool
0B Version Traffic Class. Flow Label 4B unused
4B Payload Length Next Header Hop Limit 8B IP Header + first 8 B of original datagram’s data
L~ A~ — ]
8B | Source Address L ICMPv4 destination unreachable
248 Destination Address o
= A Type Code Description
40B Extension Headers (optional) 0—echoreply 0 echoreply
L~~~ A"~ — — ]
IPv6 header 1and2 reserved
0 1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 0 destination network unreachable
M I 1 destination hostunreachable
0B Next Header Reserved Fragment Offset ‘R“e”’ed‘ F 3—Destination Unreachable .
4B \dentification 2 destination protocol unreachable
8B additional Extension Headers (optional) 3 destination port unreachable
e T~ A N — 4—source quench 0 source quench (congestion control)
IPv6 fragmentation header :
g . 0 redirectdatagram for the network
5—redirectmessage N
No/NH protocol No/NH protocol 1 redirectdatagram for the host
N - 8—echorequest 0 echorequest
ox01 ICMPv4 (Internet Control Management) ox2f GRE (General Routing Encapsulation) — -
0x06 TCP (Transmission Control Protocol) 0x3a ICMPv6 (ICMP for IPv6) 11 —time exceeded 0 TTLexpiredintransit
ox11 UDP (User Datagram Protocol) 0x3b no next header 1 fragmentreassembly time exceeded
ox2c fragment header 0x84 SCTP (Stream Control Transmission)

selected ICMPv4 types/codes

Ethernet / IEEE 802.3 header and EtherTypes ARP ICMPv6
0 1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 | |Hint: The following ICMPv6 messages are identical to their ICMPv4 counterparts:
Destination Address 0B Hardware Type: 0x0@01 (Ethernet) Protocol Type: 0x0800 (IPv4) « echo request/reply
‘ Source Address 4B Hardware Addr. Length ‘ Protocol Addr. Length [ Operation: 0x001 (Request) or @x0002 (Reply) + destination unreachable
8B = ol « time exceeded
SO e "odEsS However, for ICMPV6 types/codes (see below) the restrictions regarding the minimum length or alignment apply
Ethertype ‘ 12B Sender Protocol Address (padding).
|EEE 802.3 header 168 Sefiier PraiBep! ACEss (RIintul 0 1 2 3 45 6 7 8 9101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
20B Target Hardware Address
Ethertype Keyword Protocol 0B Type ‘ Code ‘ Checksum
24B Target Protocol Address 4B Reserved (set to zero)
0x0800 IPv4 Internet Protocol, version 4 ARP packet format 8B Target Address
0x0806 ARP Address Resolution Protocol + o d
0x0842 Wol Wake-on-LAN magic packet ICMPva 248 Option Type = x01 ‘ Option Length = 0x1 ‘ ]
0x8035 RARP Reverse Address Resolution Protocol Source Link Address
ox814c SNMP Simple Network Management Protocol 0 1 23 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 288
0x86dd IPv6 Internet Protocol, version 6 0B Type Code l Checksum 32B Additional Options
e T~ N~ —
4B Identifier l Sequence Number . o
1Pv4/6 Header and IP Protocol Numbers / Next Header o8 DA 0D neighbor solicitation
= 0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
L~~~ A~~~ ——]
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 ICMPv4 echo requestreply 0B Type ‘ Code ‘ Checksum
Version He ] ToS Total Length 48 [R]s]o] BT T
\dontiication @ " Fragment Offset 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 8B Target Address
0B Type Code Checksum G g
TTL ‘ Protocol Header Checksum . OB o ‘ oen Lol okl ‘
ion e = Oxi ion Len = Oxi
Source Address 4B un e 2 ve i d Target Link Address
i ' 288
DR atiolldro 8B IP Header + first 8 B of original datagram’s data i
e e i N 32B Additional Options

— . - -m. T~ NN Y T N
Flags: R = Router, S = Solicited, 0 = Override
neighbor advertisement

type code description
0 reserved

0 noroute to destination
1—destination unreachable 3 addressunreachable

4 portunreachable
2—packet too big 0 packettoo big

. 0 hoplimitexceeded intransit

3—time exceeded N

1 fragmentreassembly time exceeded
128—echorequest 0 echorequest
129—echoreply 0 echoreply
133 —router solicitation 0  Neighbor Discovery Protocol (NDP)
134 —router advertisement 0 Neighbor Discovery Protocol (NDP)
135—neighbor solicitation 0 Neighbor Discovery Protocol (NDP)
136—neighbor advertisement 0 Neighbor Discovery Protocol (NDP)
137 —redirect message 0 Neighbor Discovery Protocol (NDP)

selected ICMPV6 types/codes

TCP/UDP Header and Selected Well-Known Ports

Number Systems 1/2

0 1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 dec hex  binary ascii |dec hex  binary ascii |dec hex  binary ascii |dec hex  binary ascii

0B Source Port Destination Port 0 00 00000000  NUL | 32 20 00100000 SPACE | 64 40 01000000 @| 9 60 01100000 ‘
1 @1 00000001  SOH | 33 21 00100001 1| 65 41 01000001 A| 97 61 e110e001 a

4B Sequence Number 2 02 00000010 STX | 34 22 00100010 "| 66 42 01000010 B| 98 62 01100010 b
8B o dootaer NG 3 03 00000011  ETX | 35 23 @0100011 #| 67 43 e1000011 c| 99 63 e110e011 c
o el - 4 04 00000100  EOT | 36 24 00100100 $| 68 44 01000100 D|160 64 e1100160 d

12B Offset Reserved HEHBHB Window 5 05 00000101  ENQ | 37 25 00100101 %| 69 45 01000101 E[101 65 ei100101 e
- 6 06 00000110  ACK | 38 26 00100110 &| 70 46 01000110 Fl102 66 oe1100110 f

16B Checksum Urgent Pointer 7 @7 00000111  BEL | 39 27 00100111 | 71 47 e1e00111 G|103 67 01100111 g
208 Options (0 or more multiples of 4B) 8 08 00001000 BS | 40 28 00101000 (| 72 48 o1001000 H|104 68 01101000 h
v~~~ A"~~~ —_ ] 9 09 00001001 HT | 41 29 e0101001 )| 73 49 ereete0 I[105 69 1101001 i

10 0a 00001010 LF| 42 2a eo101010 x| 74 4a e1e01010 3106 6a oitetere j

TCP header 11 eb @006l VI | 43 2b eololel +| 75 4b o01e01011 K| 107 6b 01101011 k

12 oc 00001100 FF| 44 2c 0101160 .| 76 4c eteoiiee L|108 6c ei1e1100 1

0 1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 13 od 00oell0l R| 45 2d oeleliel Il 77 ad oetcetien M| 109 6d elleiiel n
- 14 oe @oo01110 SO| 46 2e @0101110 .| 78 4e ete01110 N|11e 6e e1101110 n

8 | Epurcglort B tinatQiPort | 15 of 00001111 SI| 47 2f @0101111 /| 719 4F ereenin 0111 6f e1101111 o
B | Length | Checksum | 16 10 00010000  DLE | 48 30 00110000 o| 80 50 01010000 Pl112 70 ei110000 p
17 11 00010001  DC1 | 49 31 00110001 1| 81 51 1610001 Q| 113 71 eil1e0el q

UDP header 18 12 00010010  DC2 | 50 32 00110010 2| 82 52 1010010 R|114 72 ol110010 r

19 13 00010011  DC3 | 51 33 00110011 3| 83 53 1010011 s|115s 73 eitieen s

Ny . 20 14 00010160  DC4 | 52 34 00110100 4| 84 54 o1010100 T|116 74 e1110100 t

port service name port service name 21 15 00010101  NAK | 53 35 @ol110101 5| 85 55 01010101 u|117 75 oliterel u

22 16 00010110  SYN| 54 36 00110110 6| 8 56 01010110 v|118 76 oitietie v

20/21 ftp 68 bootpc 23 17 @@010111  ETB| 55 37 @o110111 7| 87 57 eie101m w| 119 77 enein w

22 ssh 80 htp 24 18 0011080  CAN | 56 38 @0111000 8| 88 58 e1011000 x |12 78 e1111000 x

25 19 0011001 EM| 57 39 eo111001 9| 83 59 eiei1e0l Y|121 79 e1i110e1 y

23 telnet 110 pop3 26 1a 0011010  SUB | 58 3a @0111010 ;| 9% 5a eleriete z|122 7a e1iele z

25 smtp 443 https 27 1b @ee11o1l ESC| 59 3b eell1el1 ;| 91 sb elenienl [|123 7b ei11e11 {

53 domain (dns) 546 dhcpvé-client 28 1c 00011100 FS| 60 3c 00111100 <| 92 sc eteiiee \ 124 7c eit1100 ]

67 bootps 547  dhcpv6-server 29 1d eoe111el Gs | 61 3d oellilel =| 93 5d eteriel 1125 7d elliniol 3

30 le 00011110 RS| 62 3e 00111110 >| 94 se e1011110 ~|126  7e o110 ~

31 1f 00011111 Us | 63 3f @o111111 2] 95 5f o101l _ 127 7f entnin DEL

Number Sy 2/2
dec hex binary | dec hex binary | dec hex binary | dec hex binary
128 80 10000000 | 160 a0 10100000 | 192 cO 11000000 | 224 €0 11100000
129 81 10000001 | 161 al 10100001 | 193 c1 11000001 | 225 el 11100001
130 82 10000010 | 162 a2 10100010 | 194 c2 11000010 | 226 e2 11100010
131 83 10000011 | 163 a3 10100011 | 195 c3 11000011 | 227 e3 11100011
132 84 10000100 | 164 a4 10100100 | 196 c4 11000100 | 228 e4 11100100
133 85 10000101 | 165 a5 10100101 | 197 c5 11000101 | 229 e5 11100101
134 86 10000110 | 166 a6 10100110 | 198 c6 11000110 | 230 e6 11100110
135 87 10000111 | 167 a7 10100111 | 199 c7 11000111 | 231 e7 11100111
136 88 10001000 | 168 a8 10101000 | 200 c8 11001000 | 232 e8 11101000
137 89 10001001 | 169 a9 10101001 | 201 c9 11001001 | 233 €9 11101001
138 8a 10001010 | 170 aa 10101010 | 202 ca 11001010 | 234 ea 11101010
139 8b 10001011 | 171 ab 10101011 | 203 cb 11001011 | 235 eb 11101011
140 8c 10001100 | 172 ac 10101100 | 204 cc 11001100 | 236 ec 11101100
141 8d 10001101 | 173 ad 10101101 | 205 cd 11001101 | 237 ed 11101101
142 8 10001110 | 174 ae 10101110 | 206 ce 11001110 | 238 ee 11101110
143 8f 10001111 | 175 af 10101111 | 207 cf 11001111 | 239 ef 11101111
144 90 10010000 | 176 be 10110000 | 208 do 11010000 | 240 f@ 11110000
145 91 10010001 | 177 b1 10110001 | 209 d1 11010001 | 241 1 11110001
146 92 10010010 | 178 b2 10110010 | 210 d2 11010010 | 242 f2 11110010
147 93 10010011 | 179 b3 10110011 | 211 d3 11010011 | 243  f3 11110011
148 94 10010100 | 180 b4 10110100 | 212 d4 11010100 | 244 4 11110100
149 95 10010101 | 181 b5 10110101 | 213 d5 11010101 | 245 f5 11110101
150 96 10010110 | 182 b6 10110110 | 214 d6 11010110 | 246 f6 11110110
151 97 10010111 | 183 b7 10110111 | 215 d7 11010111 | 247 f7 11110111
152 98 10011000 | 184 b8 10111000 | 216 d8 11011000 | 248 8 11111000
153 99 10011001 | 185 b9 10111001 | 217 d9 11011001 | 249 f9 11111001
154 9a 10011010 | 186 ba 10111010 | 218 da 11011010 | 250 fa 11111010
155  9b 10011011 | 187 bb 10111011 | 219 db 11011011 | 251 fb 11111011
156 9c 10011100 | 188 bc 10111100 | 220 dc 11011100 | 252 fc 11111100
157 9d 10011101 | 189 bd 10111101 | 221 dd 11011101 | 253 fd 11111101
158 9e 10011110 | 190 be 10111110 | 222 de 11011110 | 254 fe 11111110
159 9f 10011111 | 191  bf 10111111 | 223 df 11011111 | 255  ff 11111111
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Physical Layer

constants:
speed oflight: co~3-10°m/s
relative velocity of propagationin copper/glass: v ~ 2/3

vl

A=c/f

relative velocity of propagation in vacuum/ air:
wavelength inthe medium:

information contentand entropy: Memoryless source emits characters x € X, expressed by X:
information contentofx € X:  I(x) = — log, (Pr[X = x])

entropy ofthe source:  H(X) = — z Pr[X = x]log, (Pr[X = x])
XeX

fourier series: angularfrequencyw = 27/T

a & . 2 [T/2 o (T2
s(t)= 2+ Y acos(kt) + bsinkt) mita = 7 [ s(tjcos(utict b= 2 [ sisin(iwty .
2 I TJ-1p2 12

Network Layer

kinds of transmission: Transmission time of amessage of length L over nintermediate stations, each with anidentical data
rate r over the total distance d:

4
circuit switching: d

L
Tio=tordl= 4o o
Ly+L

message forwarding: Tne = (n+ 1)ts + t, = (n+ 1) ;

d
+ s Ly =length of the message header
vGo

packet switching:

Tps = 1 ([ L w Lp+L+n(Lp+ pmax)> + i, Ly =length of the packet header
T \| Pmax vCo

round trip time (RTT): RTT betweenthe nodes s, t € A overthepath P = {(s, 1), (1, 2).

,..., (n, t)} andthe (in general)
non-symmetricreturnpath '

fourier transform: s(t)o—e S(f)

-
/ s(t)e 2 dt =
w

/ ™ s(t) (cos(2rft) — jsin(2rft) ot (jreferstotheimaginary unit)

i isation and

uction:

samplingtheorem (Nyquist):  fy = 2B (Bisthe one-sided cut-off frequency in the baseband)

sampled signal: () = s(t) Z St — T, mitd[t — nTa] = {1 fort = nT,

0 otherwise

n=—occ

sampled values: $[n] = s(nT,)

step width: A= b%, mit M = 2V steps at N bitaccuracy
quantization levels: Q={a+A/2,a+A(1+1/2),...,a+AM—1+1/2)}
R — Q, §[n] — $[n] (rounded)
: — 1 for —Ta/2<t< Ta/2
quantized signal: S(t)= Y 8ln]-rect(t — nT,), rect(t) = { or _a/ StTe/
Pt 0 otherwise

quantization error: qe(t) = s(t) —5(t) < A/2, wenna < s(t) < b

. S L (t—nTy\ sin(rt)
reconstruction s(t) ~ n;x 8[n] - sinc ( T ) , sinc(t) = N

RTT (general): RTT(s.0) = 3 (i) + (i) + D (tslii) + tp(0. 1)
(i)eP (ipeP”
RTT (symmetric paths): RTT(s, t) = 2 Z (ts(i, ) + to(i. )
(i)eP
special IP andranges:

addressrange use addressrange use
0.0.0.0/8 hostsin this network 1:/128 unspecified address
127.0.0.0/8 loopback, especially 127.0.0.1 ::1/128 loopback
10.0.0.0/8 private addresses fe80::/10 link-local addresses
172.16.0.0/12 private addresses unique-local unicast addresses
192.168.0.0/16 private addresses multicastaddresses
169.254.0.0/16 automatic private IP addressing allnodes

255.255.255.255/32  global broadcast

solicited node addresses

IPv4/6 address format: (examples)

Probability Distributions

discrete uniform distribution: X ~ U(a, b):
Expresses the probability of the occurrence of a certain event out of several equally probable events, e.g. fair dice.

PrIX = K] PAIX < K]
1 1 1
L PX=K= gt
’ k—a+1
o koart
- PIX <K = g
R S N ] Epqg - 2tl
- - . - 2
’ D ’ b—a+1)2-1
- - vmxh%

geometric distribution: X ~ Geo(p):
Expresses a discrete-time waiting problem, e.g. the number of attempts until success (or the number of unsuccessful attempts
until success, if the exponentis shifted accordingly).

PrIX = K] PrX < K]
10 IR Sl
08¢ 08 ¢-P 089" —&== PIX =Kkl=(1-p)'p
061, P08 06 {6105 g% PX <K=1—(1-p)
" >y 1
0.4 04 =
02 0.2 =702 4
0 5T YU K Var[X] =
T2 3 4 5 6 7 12 3 4 5 6 7

binomial distribution: X ~ Bin(n, p):

expresses the probability of 0 < k < nsuccesses at constant probability of success p, e.g. lottery. Forn — coand p — 0the
Poisson distribution is obtained. Forn > 10and p < 0.5, the Poisson distribution can be used as a approximation for the
binomial distribution.

channel bandwidth: Cpay is an upper upper bound for the achievable net datarate in bit/s, i.e. transmission of
redundancy-free data. For this purpose it may be necessary to add redundancy (channel coding), but this does not change the
information content of the message.

Hartley:
Shannon/Hartley:

Ch = 2Blog,(M) bit

Cs = Blog,(1 + SNR) bit

signal-to-noiseratio: SNR = Ps = 7slg.na\ power
Pn noise power

Crax < min{Cy, Cs}

=10log;, (SNR) dB
upperbound:

channel coding: Example block codes: ablock of the line  bitis mapped to n bitlong channel words are mapped (n > k). For
each channelword m < n — k bitcan be corrected (depending on the code).

coderate: R =k/n

modulation: Q s
Mo

o A Wit
s(r):<2d[n]gr(t—nT)> cos@rhyt) ey i : /—\
—(Zdo[nlgra—nT)) sin(2rot) tlelelelele T8 0 B 6B h 6B
n=0

sliding window protocols
Cardinality of Sequence Numbers: N. Maximum size of the transmission window ws to avoid collisions:

go-back-n: ws <N-—1

h N
selective repeat: ws < {EJ
TCP Handshake and TCP Teardown

windows related to TCP Sender Empfinger Sender

Empfénger

SYN, SEQ = x FIN, SEQ = x 4+

. o e I s

receive window:

ws = min{w,, w}

Pr{X = K] Pr{X <
Prefix \Host - With IPv4, no distinction is made between prefix and subnet (the defines the respective 05 ¢ od
o -+ 510 subnet). With IPv6, one additionally speaks of a subnet identifier, which, together with 04 08 h =20,p=05 PrIX = k] = (") pk(1 = p)
the prefix, identifies the respective subnet. The notation <address>/N always specifies 0.3 0.6 2 k
e st 100 | 42 the length of the network part. 0.2 Y 0.4 T,'l Pr[X < k] noshorthand
Prefix Subnet Identifier Interface Identifier 01 el Y % E[X] = np
) B 2 3 4 s, s 7, s 9 10 1 2 13 1 5 0 . LI VY7 " Var[X] = np(1 — p)
w i o o o7 ol o i o o o i o [ o o ol i 15 0 15
[roroecedhoscooatvonetioioniioadsonriiialivionr iborot11deto001ds0saT00 toa10000 o0 01110081000 11016014l 160 oTe00 801 Havoron
2001 ' adbs ' Tee7 ' 2ea2 ' 0921 ' 21 ' d2c6 ' 9380 Poisson Distribution: X ~ Po()\):
e Counts the occurrence of independent and equally distributed events with rate A. Represents for A = np the limit of the binomial
port

distribution (n — oo, p — 0).

PrIX = K] PHX < K]

0.5 1.0
SeteIgesttes

04 8o 5T 08 Fooegt Xy

' A= Q4 o geee PriX =kl="-e
03 15 06 1 k!
02 PPy — PrX < k] noshorthand
01 02 s E[X]= A

oot k b K

0 » S Py 0 p8ea Var[X] = X
5 10 15 5 10 15

transmit window:
TCP throughput inthe congestion avoidance phase. Assumption: segmentloss in the network as soonas ws > x - MSS.
time between segmentlosses: T = (g + 1) -RTT

number of sentsegmentsin T:

loss-rate:

throughput:

Application Layer

prefix-free codes
Valid code words of a prefix-free code are never a prefix of another code word of the same code. An optimal prefix-free code
minimizes average code word length

> el - e,
icA

where p(i) denotes the probability of occurrence of i € .4 and c(i) denotes the mapping to a corresponding code word.

STy base band pass band
Data Link Layer
time, p delay, time, delay product:
serialisationtime: ts=L/r
propagationtime: tp = d/(vco)
transmissiontime: ty=ts+1p
bandwidth delay product: C = tpr
cyclic redundancy check (CRC): addition =XOR
checksum: ¢(x) = m(x)x" mod r(x), mitn = grad r(x)
sentmessage: s(x) = m(x)x" + ¢(x)
check: c’(x) = (s(x) + e(x)) mod r(x), with error pattern e(x)
adjacency and distance matrix:
L ci 3ipeA
adjacency matrix: A = (a); = T eA distance matrix: D = (d)j = {0 ifi=j
0 sonst

oo otherwise

min-plus-product: D" = D"~' © D, mitaf = kn;ig,{zi,’;" + dk,} ,n=>1

dns resource records

recordtype use

SOA (Start of Authority) marks the root of a zone

NS specify the FQDNs of the authoritative NS of this zone

A associate a FQDN with an IPv4 address

AAAA associate a FQDN with an IPv6 address

CNAME alias, references a canonical name, which itselfis an FQDN
MX associates a FQDN with amail server

TXT associates a FQDN with a string.

PTR associates an IPv4/1Pv6 address witha FQDN (reverse DNS)

reverse DNS zones

IPv4: in-addr.arpa.,IPv6: ip6.arpa.




